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ATTACHMENT IV 

REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO 

SURVEILLANCE SERVICES OR EQUIPMENT 

(a) Prohibitions.  

Section 889(a) of the John S. McCain National Defense Authorization Act (NDAA) for Fiscal Year 

2019 (Pub. L. 115-232) prohibits the U.S. Government and any of its contractors and subcontractors 

from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, 

system, or service that uses covered telecommunications equipment or services as a substantial or 

essential component of any system, or as critical technology as part of any system.  

(b) Definitions:  

Covered foreign country means The People’s Republic of China. 

Covered telecommunications equipment or services means telecommunications equipment produced 

by Huawei Technologies Company, ZTE Corporation, Hytera Communications Corporation, Hangzhou 

Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate 

of such entities) 

Critical technology means defense articles or defense services included on the United States Munitions 

List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 

22, Code of Federal Regulations; Items included on the Commerce Control List set forth in Supplement 

No. 1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 

15, Code of Federal Regulations, and controlled- (i) Pursuant to multilateral regimes, including for 

reasons relating to national security, chemical and biological weapons proliferation, nuclear 

nonproliferation, or missile technology; or (ii) For reasons relating to regional stability or surreptitious 

listening; Specially designed and prepared nuclear equipment, parts and components, materials, 

software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to 

assistance to foreign atomic energy activities); Nuclear facilities, equipment, and material covered by 

part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment 

and material); Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 

121 of title 9 of such Code, or part 73 of title 42 of such Code; or Emerging and foundational 

technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 

4817). 

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession 

about the identity of the producer or provider of covered telecommunications equipment or services 

used by the entity that excludes the need to include an internal or third-party audit. 

Substantial or essential component means any component necessary for the proper function or 

performance of a piece of equipment, system, or service. 

(c) Representation. After conducting a reasonable inquiry Subcontractor represents that it [ ] will or [ 

] will not provide covered telecommunications equipment or services to DT Global in the performance 

of any contract, subcontract, order, or other contractual instrument resulting from this contract. This 
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representation shall be provided as part of the proposal and resubmitted on an annual basis from the 

date of award.  

(d) Disclosures. If the Subcontractor has responded affirmatively to the representation in paragraph (c) 

of this clause, the Subcontractor shall provide the following additional information to DT Global:  

(1) List of all covered telecommunications equipment and services offered or provided (Entity name, 

brand; model number, such as original equipment manufacturer (OEM) number, manufacturer part 

number, or wholesaler number; and item description, as applicable);  

(2) Explanation of the proposed use of covered telecommunications equipment and services and any 

factors relevant to determining if such use would be permissible under the prohibition in paragraph (b) 

of this provision; 

(e) Reporting requirement.  

(1) In the event the Subcontractor identifies covered telecommunications equipment or services used as 

a substantial or essential component of any system, or as critical technology as part of any system, 

during contract performance, or the Subcontractor is notified of such by a subcontractor at any tier or 

by any other source, the Subcontractor shall report the information in paragraph (d)(2) of this clause to 

DT Global. 

(2) The Subcontractor shall report the following information pursuant to paragraph (d)(1) of this clause 

                (i) Immediately upon such identification or notification: the contract number; the order 

number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier 

Commercial and Government Entity (CAGE) code (if known); brand; model number (original 

equipment manufacturer number, manufacturer part number, or wholesaler number); item description; 

and any readily available information about mitigation actions undertaken or recommended. 

                (ii) Within 5 business days of submitting the information in paragraph (d)(2)(i) of this 

clause: any further available information about mitigation actions undertaken or recommended. In 

addition, the Subcontractor shall describe the efforts it undertook to prevent use or submission of 

covered telecommunications equipment or services, and any additional efforts that will be incorporated 

to prevent future use or submission of covered telecommunications equipment or services. 

(f) 2nd Tier Subcontracts. The Subcontractor shall insert the substance of this clause, including this 

paragraph (f), in all 2nd Tier subcontracts and other contractual instruments, including subcontracts for 

the acquisition of commercial items. 

(g)  SAM Verification. The Subcontractor shall regularly review the list of excluded parties in the 

System for Award Management (SAM) (https://www.sam.gov) to identify entities excluded from 

receiving federal awards for “covered telecommunications equipment or services”. 

Contract/Subcontract No.: _________________ 

Signature: _____________________________  

Date: _________________________________  

Name: ________________________________  

Title/Position: __________________________  

Organization: ___________________________ 

 

https://www.sam.gov/
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ATTACHMENT V 

PRIME CONTRACT FLOW-DOWN CLAUSES 

This Contract will be funded by the U.S. Agency for International Development (USAID) with 
DT Global implementing this USAID project. Applicable clauses incorporated herein by 
reference shall have the same force and effect as if they were incorporated in full text. A copy 
of the full text of each clause may be obtained from http://www.acquisition.gov/far, 
http://www.usaid.gov/policy/ads/300/aidar.pdf, or from DT Global ’s procurement official.  The 
term "FAR" means Federal Acquisition Regulation. The terms, "Contractor," "Government" 
and "Contracting Officer" as used in these clauses shall refer to Vendor, DT Global, and DT 
Global  Contract Administrator respectively. In no event shall any provision of this contract or 
Orders issued against it be construed as allowing the Vendor to appeal directly to or otherwise 
communicate directly with (USAID) without written consent of DT Global. 
 

NUMBER    TITLE        DATE 

FEDERAL ACQUISITION REGULATION (FAR) CLAUSES 

52.202‐1 DEFINITIONS JUL 2004  

52.203‐3 GRATUITIES APR 1984  

52.203‐5 COVENANT AGAINST CONTINGENT FEES APR 1984  

52.203‐6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT SEP 2006  
52.203‐7 ANTI‐KICKBACK PROCEDURES OCT 2010  

52.203‐8 CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR ILLEGAL OR 
IMPROPER ACTIVITY JAN 1997  
52.203‐10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR JAN 1997IMPROPER ACTIVITY  

52.203‐12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS OCT 
2010  

52.204‐1 APPROVAL OF CONTRACT DEC 1989  
52.204‐3 TAX PAYER IDENTIFICATION OCT 1998  

52.204‐4 PRINTED OR COPIED DOUBLE‐SIDED ON RECYCLED PAPER AUG 2000  

52.204‐7 CENTRAL CONTRACTOR REGISTRATION APR 2008  
52.204‐8 ANNUAL REPRESENTATIONS AND CERTIFICATIONS SEP 2010  

52.204‐9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL SEP 2007  

52.204‐10 REPORTING EXECUTIVE COMPENSATION AND FIRST‐TIER SUBCONTRACT 
AWARDS JUL 2010  
52.209‐6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH 
CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT SEP 2006  

52.215‐2 AUDIT AND RECORDS—NEGOTIATION, OCT 2010 ALTERNATE II APR 1998  

52.215‐8 ORDER OF PRECEDENCE‐‐UNIFORM CONTRACT FORMAT OCT 1997  
52.215‐10 PRICE REDUCTION FOR DEFECTIVE COST OR PRICING DATA OCT 2010  

52.215‐11 PRICE REDUCTION FOR DEFECTIVE COST OR PRICING DATAMODIFICATIONS OCT 
2010  

52.215‐12 SUBCONTRACTOR COST OR PRICING DATA OCT 2010  
52.215‐13 SUBCONTRACTOR COST OR PRICING DATA – MODIFICATIONS OCT 2010  

52.215‐14 INTEGRITY OF UNIT PRICES OCT 2010  

52.215‐15 PENSION ADJUSTMENTS AND ASSET REVERSIONS OCT 2004  
52.215‐18 REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT BENEFITS OTHER 
THAN PENSIONS (PRB) JUL 2005  

52.215‐19 NOTIFICATION OF OWNERSHIP CHANGES OCT 1997  

52.215‐23 LIMITATIONS ON PASS‐THROUGH CHARGES, ALTERNATE I OCT 2009  
52.216‐7 ALLOWABLE COST AND PAYMENT DEC 2002  

52.216‐8 FIXED‐FEE MAR 1997  

52.217‐2 CANCELLATION UNDER MULTIYEAR CONTRACTS OCT 1997  
52.217‐8 OPTIONS TO EXTEND SERVICES NOV 1999  
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52.219‐4 NOTICE OF PRICE EVALUATION PREFERENCE FOR HUBZone SMALL BUSINESS 
CONCERNS JUL 2005  
52.219‐8 UTILIZATION OF SMALL BUSINESS CONCERNS MAY 2004  

52.219‐9 SMALL BUSINESS SUBCONTRACTING PLAN OCT 2010 ALTERNATE II OCT 2001  

52.219‐16 LIQUIDATED DAMAGES‐SMALL BUSINESS JAN 1999 SUBCONTRACTING PLAN  
52.222‐1 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES FEB 1997  

52.222‐26 EQUAL OPPORTUNITY MAR 2007  

52.222‐35 EQUAL OPPORTUNITY FOR VETERANS SEP 2010  
52.222‐38 COMPLIANCE WITH VETERANS’ EMPLOYMENT REPORTING REQUIREMENTS SEP 
2010  

52.222‐50 COMBATING TRAFFICKING IN PERSONS FEB 2009  

52.225‐1 BUY AMERICAN ACT‐‐SUPPLIES FEB 2009  
52.227‐2 NOTICE AND ASSISTANCE REGARDING PATENT DEC 2007 AND COPYRIGHT 
INFRINGEMENT  

52.227‐14 RIGHTS IN DATA‐‐GENERAL DEC 2007  

52.228‐3 WORKERS COMPENSATION INSURANCE APR 1984  
52.228‐7 INSURANCE‐‐LIABILITY TO THIRD PERSONS MAR 1996  

52.229‐8 TAXES‐FOREIGN COST‐REIMBURSEMENT CONTRACTS MAR 1990  

52.230‐2 COST ACCOUNTING STANDARDS OCT 2008  
52.230‐6 ADMINISTRATION OF COST ACCOUNTING STANDARDS MAR 2008  

52.232‐9 LIMITATION ON WITHHOLDING OF PAYMENTS APL 1984  

52.232‐17 INTEREST OCT 2010  
52.232‐20 LIMITATION OF COSTS APR 1984  

52.232‐22 LIMITATION OF FUNDS APR 1984  

52.232‐23 ASSIGNMENT OF CLAIMS JAN 1986  

52.232‐25 PROMPT PAYMENT OCT 2008 ALTERNATE I FEB 2003  
52.233‐1 DISPUTES OCT 2003  

52.233‐3 PROTEST AFTER AWARD, AUG 1996 ALTERNATE1 JUN 1985  

52.233‐4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM OCT 2004  
52.233‐6 DRUG‐FREE WORKPLACE MAY 2001  

52.237‐3 CONTINUITY OF SERVICES JAN 1991  

52.242‐1 NOTICE OF INTENT TO DISALLOW COSTS APR 1984  
52.242‐3 PENALTIES FOR UNALLOWABLE COSTS MAY 2001  

52.242‐13 BANKRUPTCY JUL 1995  

52.243‐2 CHANGES‐‐COST REIMBURSEMENT AUG 1987 ALTERNATE II APR 1984  
52.243‐7 NOTIFICATION OF CHANGES APR 1984  

52.244‐2 SUBCONTRACTS ALTERNATE I (JUN 2007) OCT 2010  

52.244‐5 COMPETITION IN SUBCONTRACTING DEC 1996  

52.244‐6 SUBCONTRACTS FOR COMMERCIAL ITEMS OCT 2010  
52.245‐1 GOVERNMENT PROPERTY JUN 2007  

52.245‐9 USE AND CHARGES JUN 2007  

52.246‐25 LIMITATION OF LIABILITY‐‐SERVICES FEB 1997  
52.247‐63 PREFERENCE FOR U.S.‐FLAG AIR CARRIERS JUNE 2003  

52.247‐64 PREFERENCE FOR PRIVATELY OWNED U.S.‐FLAG COMMERCIAL VESSELS FEB 2006  

52.249‐6 TERMINATION (COST‐REIMBURSEMENT) MAY 2004  
52.249‐14 EXCUSABLE DELAYS APR 1984  

52.253‐1 COMPUTER GENERATED FORMS JAN 1991  
  
  
AIDAR 48 CFR Chapter 7  
  

752.202‐1 DEFINITIONS JAN 1990  

752.209‐71 ORGANIZATION CONFLICTS OF INTEREST DISCOVERED AFTER AWARD JUN 1993  

752.211‐70 LANGUAGE AND MEASUREMENT JUN 1992  
752.219‐8 UTILIZATION OF SMALL BUSINESS CONCERNS AND SMALL DISADVANTAGED  
BUSINESS CONCERNS  

752.225‐70 SOURCE, ORIGION AND NATIONALITY REQUIREMENTS FEB 1997  
752.225‐71 LOCAL PROCUREMENT FEB 1997  

752.228‐3 WORKER’S COMPENSATION INSURANCE  
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752.228‐70 MEDICAL EVALUATION (MEDEVAC) SERVICES JUL 2007  
752.227‐14 RIGHTS IN DATA – GENERAL OCT 2007  

752.228‐7 INSURANCE‐LIABILITY TO THIRD PERSONS  

752.232‐70 LETTER OF CREDIT ADVANCE PAYMENT OCT 1989  
752.242‐70 PERIODIC PROGRESS REPORTS OCT 2007  

752.245‐70 GOVERNMENT PROPERTY‐USAID REPORTING REQUIREMENTS  

752.245‐71 TITLE TO AND CARE OF PROPERTY APR 1984  
752.7001 BIOGRAPHICAL DATA JUL 1997  
752.7002 TRAVEL AND TRANSPORTATION JAN 1990  
752.7003 DOCUMENTATION FOR PAYMENT NOV 1998  
752.7006 NOTICES APR 1984  
752.7008 USE OF GOVERNMENT FACILITIES OR PERSONNEL APR 1984 

 
EXECUTIVE ORDER ON TERRORISM FINANCING (AUG 2016) 

The Subcontractor/Recipient is reminded that U.S. Executive Orders and U.S. law prohibits 
transactions with, and the provision of resources and support to, individuals and organizations 
associated with terrorism. It is the legal responsibility of the subcontractor/recipient to ensure 
compliance with these Executive Orders and laws. This provision must be included in all 
subcontracts/sub-awards issued under this subcontract/agreement. 
 


